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l. Overview
This document contains instructions for removing eDellRoot certificate from Dell systems.

II.  Automatic Removal
Please download the patch from the following location: Click Here

lIl.  Manual Steps
1. Open Task Manager by right clicking on the taskbar and select Task
Manager.

2. Select the "Services" tab in the Task Manager window.
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https://dellupdater.dell.com/Downloads/APP009/eDellRootCertFix.exe
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3. Click on "Open Services" at the bottom of the "Services" tab.
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4. Look for "Dell Foundation Services" and select it.
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Click "Stop the service".
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The "Services" window should look like the image below after the service

has stopped.
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7. Open "File Explorer" and navigate to "c:\Program Files\Dell\Dell Foundation
Services" and delete the "Dell.Foundation.Agent.Plugins.eDell.dll" file.
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8. You may be prompted with the warning below. Click "Continue" to delete

the file
T
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9. Hit the Windows key (n) on the keyboard and type "certmgr.msc"
followed by the "Enter" key.
a. Windows 7

-

& ey

b. Windows 8.1
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c. Windows 10

e v

. cerlmgr met

AT Carrmar Cavess e
Web

2 cortmge mac oo machine

O cormmge msc Macine stoee

U certege e machuos

5 certmge e comrmand

O centmguinic downiosd

U cortmge e persona

B cormmge mic command ine

10. You may be prompted to allow the program to make changes to the
computer. Click "Yes".

’ ‘y User Account Control

Do you want to allow this app to make changes to

your PC?

Program name:  Microsoft Management Console

Verified publisher: Microsoft Windows

Show details

Yes No

Change when these notifications appear

11. When the certificate manager window opens, double click on "Trusted Root

Certification Authorities" on the left panel. Then double click the
"Certificates" folder.
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12. Select the eDellRoot certificate from the right panel.
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13. Delete the certificate by clicking the "X” icon in the toolbar.
WARNING! Make sure ONLY the "eDellRoot" certificate is selected like the example
below before clicking the delete button. Deleting any other certificate may cause your
system to function improperly.
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14. You will be asked to confirm deletion of the "eDellRoot" certificate. Click
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15. After deletion, the "eDellRoot" certificate should be removed from the
certificate manager's window as shown in the image below.

Expregtom Qute
300
VI
oIV
[l )
1301956
s
1sen
TS

W W e

’ s
02002 s
12008 3
(S0 B b}
LR 2 ) s
1231 s

Ol &ction  Yoew Hep

e nf»Bm

o (M:M-Lxll(mm || hyoud To Iesued By
“‘"“"". X Lo AT rut Estenal CA Pioee AchdTren Enseral CA Rioet

@ 5 Trusted Rect Cohcation Aussortien ||| | uabmre Cybortiust Foct  Gemare CyberTrunt Kost

Contiteaten 1c

' ot | Ly Cetam CA Certum CA
ot  Cotfication RN ‘..,)'(lm 1 Pubdec Promaey Contbicat. Clam lWMme.a.
Trusted B b L3 Copyngint () 1T Missasat €. Copynight (< Y997 Matrosoft Cone
u Certitcates | W OgCent famared © Rook CA Ov@Cont Asnued D Foot CA
Thard-Pamy Roat Contrtation Aumon || -0 gL prImCEpaTYT
Trusted Pecphe Tw Dglent Mugh Asrunce IV Re..  DigrCent High Assrance LV Reon
Chert Acthenticason Ssen Entnntaet Cotficstion Author.  Emtiat net Certffication Autsonty.
MHomegeoup Machine Certifcates | b g - el -
Molfes Trust | L) oo Tt Globet C4 GeoTrnut Globel CA
$C-Dactoc e | L Godalgn Roat CA Globatign Reot CA
Farmcre Deshtop | S G Dy Clans 2 Comtficatoon .. Gy Duchely Class 2 Cartsfcation Au.
Sevart Core Trusted Reots | LWGTE CyterTrust Glabt Rowt GTE CyberTrust Gatal Root
Trustet Deves L Mhacmractt e M Reee.
Whpdnar ! b a1 Toban vrse ¥ | ta - . r . -

< » ll«

Truned Ence Cenficaton Acthartes stzre comam I7 ctfcrin

16. Go back to the "Services" window and select "Dell Foundation Services" and
click "Start the service".
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17. Close all windows that were opened.
18. eDellroot Certificate is now removed from the computer.
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